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IMPROVISED NUCLEAR DEVICES AND NUCLEAR TERRORISM'

Charles D. Ferguson and William C. Potter
Center for Nonproliferation Studies
Monterey Institute of International Studies

Terrorists seeking to unleash massive violence and destruction may climb the escalation
ladder to the highest rungs: nuclear weapons. In this nightmare scenario, they may try to
seize an intact nuclear weapon residing in a nuclear weapon state’s arsenal. If, however,
they are deterred by the security measures surrounding nuclear armaments, they may
instead decide to acquire fissile material by purchase, diversion, or force for the purpose
of fabricating a crude nuclear bomb, known more formally as an “improvised nuclear
device” (IND).

Two types of fissile material could be used for this purpose, highly enriched
uranium (HEU) or plutonium, but the former would be far easier to make into a
successful IND, as explained in detail, below. These materials have been produced in
great quantity in nuclear weapon and civilian nuclear energy programs around the world.
Leaving aside material currently in nuclear weapons themselves, many hundreds of tons
of fissile material are currently dispersed at hundreds of sites worldwide, where they are
being processed, used, or stored, often under inadequate security arrangements. Russia
alone, processes more than 34 metric tons of weapons-usable nuclear material annually.
According to the conservative figures used by the International Atomic Energy Agency,
only 25 kilograms of HEU or 8 kilograms of plutonium would be needed to manufacture
a weapon.

It is more difficult to maintain strict control over fissile materials than over
nuclear weapons. Among other challenges, while the latter can be easily identified and
counted, fissile materials are often handled in difficult-to-measure bulk form, introducing
measurement uncertainties that can mask repeated diversions of small quantities of HEU
or plutonium from process streams and storage areas. Indeed, over the past decade a
number of cases have been documented involving illicit trafficking in fissile materials; no
similar cases have been confirmed involving the theft of nuclear weapons.” Although
none of the fissile material cases involved quantities sufficient for a nuclear explosive,
conceivably such transactions may have occurred without detection.

Global Stocks of Fissile Material
Because the sizes of military stockpiles of fissile materials are classified and up-

to-date records of civilian stocks are difficult to obtain, it is possible only to estimate the
global inventory of these materials. Nonetheless, it is clear that the amount of fissile

' A more detailed discussion of this issue will be available in the forthcoming publication: Charles D.
Ferguson, William C. Potter, Amy Sands, Leonard S. Spector, and Fred L. Wehling, The Four Faces of
Nuclear Terrorism (Washington, DC: Nuclear Threat Initiative, 2004).

* William C. Potter and Elena Sokova, “Illicit Nuclear Trafficking in the NIS: What’s New? What’s True?”
The Nonproliferation Review, Summer 2002.



material that might theoretically be accessible to terrorists is staggering. Tables 1 and 2
present an overview of the world stockpiles of HEU and plutonium, as of 1999.

In international usage, HEU refers to uranium that has been processed to increase
the proportion of one isotope of uranium, uranium-235, from the naturally occurring level
of 0.7 percent to 20 percent or more, the level at which use for weapons becomes
practicable. Although all uranium enriched to more than 20 percent is termed “highly
enriched,” the ease of causing a nuclear detonation is greatly increased at higher
enrichment levels. Specifically, terrorists would find it much easier to develop a
workable IND with material enriched to 80 percent or more (referred to henceforth as
“high quality” HEU), and military programs prefer material enriched to 90 percent or
more for nuclear arms. (In Tables 1 and 2, “weapons-grade” uranium refers to uranium
enriched to at least 90 percent.)

Plutonium is produced by irradiating uranium fuel in a reactor and then
processing the “spent fuel” chemically, in a “reprocessing” plant to separate the
plutonium from the unused uranium and unwanted radioactive byproducts. Plutonium
also varies in quality. That intended for military purposes, or “weapons-grade”
plutonium, is usually produced in specialized production reactors and has less than six
percent of the isotope Pu-240 and much smaller percentages of other isotopes, such as
Pu-238, Pu-241, and Pu-242, in order to improve weapon performance; therefore, it has
about 94 percent of the isotope Pu-239, which is preferred for weapons.” Plutonium
produced in nuclear power plants, known as reactor-grade plutonium, is irradiated for far
longer periods and has higher concentrations of Pu-240, -241, -242, and -238, which are
least desirable for nuclear weapons. However, as detailed in a later section of this paper,
reactor-grade plutonium can nonetheless be used to develop nuclear arms. Plutonium is
used principally in nuclear weapons and, in a few states, in mixed oxide (MOX) fuel for
nuclear power plants. MOX fuel is a mixture of plutonium and depleted uranium oxides
that can be used as a substitute for low-enriched uranium nuclear power plant fuel, the
type most widely used in modern nuclear power reactors.

Material type Global inventory, MT
Military plutonium

250
Civil plutonium (separated) 208
Military HEU 1,670
Civil HEU 20

Table 1: Estimated global plutonium and HEU inventories, end of 1999
Figures for HEU are weapons-grade uranium equivalent

3 J. Carson Mark, “Explosive Properties of Reactor-Grade Plutonium,” Science & Global Security, Vol. 4,
1993, p. 113.

* David Albright and Mark Gorwitz, “Tracking Civil Plutonium Inventories: End of 1999,” Institute for
Science and International Security, http://www.isis-online.org/publications/puwatch/puwatch2000.html,
accessed on December 18, 2002; Submissions of members of the International Plutonium Management
Group detailing civil plutonium stocks as of December 1999, IAEA document INFCIRC/549, available at
http://www.iaea.org/Publications/Documents/Infcircs/Numbers/nr501-550.shtml




Country Military Military HEU, MT of

plutonium, MT weapons-grade
uranium equivalent

Russia 130 970

United States 100 635

France 5 24

China 4 20

United Kingdom | 7.6 15

Israel 0.51 not known

India 0.310 small quantity

Pakistan 0.005 0.690

North Korea 0.003-0.004 not known

South Africa None 0.4

Table 2: Estimated military stocks of fissile material, end of 1999

Even if it were assumed that half of all materials listed in Tables 1 and 2 as
produced for military uses were contained in weapons, the remaining fissile material in
the military sector, together with that in the civilian sector comprises a stockpile
sufficient for tens of thousands of improvised nuclear devices.’ Since 1999, global stocks
of plutonium have increased, while those of HEU have probably declined. India, Israel,
North Korea, Pakistan, Russia, and, possibly, China’ have continued to produce
plutonium for weapons, with Russia’s annual output of between one and two tons of new,
separated military plutonium comprising by far the largest increment in this area.® As
shown in Table 3, France, Germany, Great Britain, India, Japang, and Russia have
continued to separate plutonium from civilian nuclear power plant fuel, output that
exceeds new production of military plutonium. Pakistan, India, and possibly China,

> David Albright and Mark Gorwitz, “Tracking Civil Plutonium Inventories: End of 1999,” op. cit.

% As noted earlier, the International Atomic Energy Agency defines the significant quantities of fissile
material as 25 kg of weapons-grade HEU equivalent and 8 kg of plutonium. These values set the scale for
the amounts of fissile material that are needed to form a nuclear weapon roughly equivalent in explosive
power to the Hiroshima and Nagasaki bombs. Technically sophisticated nuclear weapons states are able to
build nuclear weapons of this explosive power with less fissile material employing at least as low as 3 to 4
kg of plutonium.

7Tt is believed that China stopped producing plutonium for weapons around 1991. David Wright and
Lisbeth Gronlund, “Estimating China’s Production of Plutonium for Weapons,” Science & Global Security,
Volume 11, 2003, pp. 61-80; and references 23 and 31 therein. Wright and Gronlund estimated that China
produced between 2 to 5 tons of weapons-grade plutonium.

¥ Russia has pledged not to use this material for nuclear weapons pursuant to an agreement with the United
States under which the United States is to assist Russia in closing down its military plutonium production
reactors. See Agreement between the Government of the United States of America and the Government of
the Russian Federation Concerning Cooperation Regarding Plutonium Production Reactors, September 23,
1997, Article IV. The U.S. government periodically sends monitoring teams to Russia to ensure that this
provision is upheld.

? Reprocessing of Japanese nuclear power plant fuel has been performed principally in France and Great
Britain. The resulting plutonium is either stored in these countries or is being processed into MOX fuel for
shipment back to Japan. In parallel, Japan is constructing its own commercial scale reprocessing facility at
Rokkasho-mura.



Israel, and North Korea' have added to their HEU stocks for weapons. However, these
additions to global stocks of HEU (probably amounting to several tons, at most, since
1999) have been offset during this period by the blending down of 200 metric tons of
Russian HEU to low-enriched uranium nuclear power plant fuel, as of January 1, 2004,
under a collaborative program with the United States.

HEU and plutonium outside of nuclear weapons can be found at hundreds of sites
worldwide. Although fissile material in any location is a potential target for terrorists,
this paper will concentrate on three settings of particular concern:

* Russia, where hundreds of tons of these materials are used, processed, or
stored at dozens of Russian Federal Agency for Atomic Energy (formerly
Ministry of Atomic Energy) and Ministry of Defense facilities under
inadequate security;

* Pakistan, where political instability and uncertain loyalties in the nuclear
chain of command might result in fissile material coming into the hands of
terrorists; and

* Research reactors using HEU fuel, including some 20 Soviet-designed
research reactor sites and research centers containing HEU outside of Russia
in 17 nations, and several U.S.-origin research reactors outside the United

States.
Country Separated Civil Separated Civil
Plutonium 12/1999 | Plutonium 12/2002
Germany 0.5 0.0
France 60.0%* 52.2%
Great Britain 69.5%* 86.5*
India 0.7 0.7 (est.)
Japan 0.9 1.2
Russia 30.9 36.0
United States 0.0%* 0.0%*
Total 162.5 176.6

Table 3: Separated civil plutonium (metric tons) at reprocessing plants and other
locations as of December 31, 1999 and December 31, 2002"
*(Includes material held for other states) ** (The United States does not separate plutonium in its civilian

nuclear power program; however, it has declared 45.5 metric tons of military plutonium to be excess and
irreversibly removed from military uses.)

Effects and Consequences of Detonation of an Improvised Nuclear Device

"% Israel’s possession of a uranium enrichment capability has never been confirmed. North Korea is known
to have acquired key technology for uranium enrichment from the A.Q. Khan network, discussed later in
the text, but the status of its program and whether it has produced HEU is not known.

! These numbers are derived from information obtained at the International Atomic Energy Agency’s web
site, www.iaea.org, except where otherwise noted. For amount of plutonium held by India as of 1999, see
David Albright, “Separated Civil Plutonium Inventories: Current and Future Directions,” (Washington,
DC: Institute for Science and International Security, June 2000). In the absence of new information on
Indian plutonium separation, the 1999 figure is repeated for 2002, although it is likely that Indian
plutonium stocks grew slowly during this period.



It is generally assumed that successful INDs would have yields in the 10-20
kiloton range (the equivalent to 10,000-20,000 tons of TNT), while INDs that fizzled —
i.e., did not detonate fully — might still produce a nuclear yield, which though far less
powerful, could still cause very significant damage. A twenty kiloton yield would be the
equivalent of the yield of the bomb that destroyed Nagasaki and could devastate the heart
of a medium-sized U.S. city, while causing fire and radiation damage over a considerably
wider area. Even a nuclear yield of a few tons could, under certain circumstances, cause
the destruction of a number of skyscrapers potentially resulting in many thousands of
casualties, as well as, widespread contamination. Table 4 summarizes these effects.

Radius for Indicated Effect (meters)
Explosive Yield | 500 Rem Fallout from Severe Blast Moderate to
measured in Prompt Gamma | surface blast Damage Light Blast
tons of TNT Radiation (500 Rem total | (10 psi) Damage (3 psi)
equivalent dose)
(surface burst)
1 ton 45 30-100 33 65
10 tons 100 100-300 71 140
100 tons 300 300-1,000 150 300
1 kiloton (1,000 | 680 1,000-3,000 330 650
tons)
10 kilotons 1,280 3,000-10,000 710 1,500
100 kilotons 1,800 10,000-30,000 | 1,500 3,300
1 megaton (1 2,400 30,000-100,000 | 3,250 7,100
million tons)

Table 4: Nuclear Explosive Effects as a Function of Yield'”

Unfortunately, even an IND that detonated with no yield or one that was never
used but whose existence was disclosed could cause consequences of historic
proportions, because terrorists could use the threat of a successful future nuclear
detonation to blackmail target governments. Given the stakes, target-state leaders would
be hard pressed not to give into the demands presented. Indeed, it is possible that a
terrorist organization might be able to credibly threaten a nuclear detonation merely by
demonstrating its possession of the requisite nuclear-weapon material, a possibility that
underscores the critical importance of ensuring such fissile materials do not fall into the
hands of such groups.

12 Effects for 1 ton through 1 kiloton are adapted from Kevin O’Neill, “The Nuclear Terrorist Threat,”
Institute for Science and International Security, August 1997, and references therein, p.6; effects for 10
kilotons, 100 kilotons, and 1 Megaton are adapted from Dietrich Schroeer, Science, Technology, and the
Nuclear Arms Race, John Wiley & Sons, 1984, pp. 37, as based on Glasstone and Dolan, Effects of Nuclear
Weapons, U.S. Government Printing Office, Washington, DC, 1977. According to a recently published
book, thermal radiation effects have been largely under-appreciated by past studies and can ignite
widespread fires in urban areas. Lynn Eden, World on Fire: Organizations, Knowledge, and Nuclear
Weapons Devastation (Ithaca, New York: Cornell University Press, 2003).




The Chain of Causation

The principal elements that would have to combine for a terrorist group to
detonate an IND at a high-value target, such as an American city, include the following
13
steps:

1. A terrorist group with extreme objectives and the necessary technical and
financial resources to execute this scheme must organize and begin operations.

2. The group must then choose to engage in an act of nuclear terrorism at the
highest level of violence.

3. These terrorists must then acquire sufficient fissile material to fabricate an IND,
through gift, purchase, theft, or diversion.

4. They must next fabricate the weapon.

5. The group must transport the intact IND (or its components) to a high-value
target.

6. Finally, the terrorists must detonate the IND to complete their plan. '*

Although variants of this chain of causation can be imagined, this outline can
serve as a means to determine where to apply risk reduction measures to lessen the
probability that such an act of nuclear terror might occur. All of these elements must be
realized for a terrorist IND attack to succeed, and intervention at any stage can be
sufficient to avert catastrophe.

Terrorist Groups with Motivation and Capabilities to
Manufacture and Use an IND

Although there appear to be very few terrorist organizations that are highly
motivated to detonate nuclear weapons of any kind to advance their objectives,the
potential number of such groups cannot be established with precision and can change
over time, for example, as new groups form or as new alliances are built among existing
groups. Traditional nationalist/separatist terrorist groups, such as the IRA in Ireland, the
Tamil Tigers in Sri Lanka, and the Kurds in Turkey, are less likely to resort to this
extreme form of nuclear terrorism because they may be constrained by the values of the
their base constituencies. In addition, their own location may make them extremely
vulnerable to retaliatory attacks or to concerns of harming their own people from a

13 Matthew Bunn, Anthony Weir, and John P. Holdren, Controlling Nuclear Warheads and Materials: A
Report Card and Action Plan, Project on Managing the Atom, Harvard University, March 2003, discuss in
detail the components of this chain of necessary conditions in their report in a section titled the “Terrorist
Pathway to the Bomb.”

'*Some variants on this basic model can be imagined, such as the decision to set off the device at a less
than optimal site in order to reduce the risk of detection inherent in transporting the device across borders.
Collaboration among terrorist organizations is another possibility. See Morten Bremer Maerli, Crude
Nukes on the Loose? Preventing Nuclear Terrorism by Means of Optimum Nuclear Husbandry,
Transparency, and Non-Intrusive Fissile Material Verification, Ph.D. Dissertation (forthcoming), Faculty
of Mathematics and Natural Sciences, University of Oslo, 2004.



nuclear attack that took place too close to their homeland areas. Nationalist/separatist
groups might, however, consider the development of an IND (in contrast to its use) to be
an advantageous tool for gaining international recognition and/or for blackmailing
adversary governments into making concessions. Single-issue terrorist organizations are
also unlikely to seek to cause massive destruction by using an IND, but extremist factions
within such groups might consider doing so.

Further limiting the number of terrorist organizations that might seek to develop
an IND are the financial and technical assets that the group would need to pursue this
course. Because the complexity of fabricating an IND is much greater than the technical
demands of making an improvised explosive device (IED) — a conventional bomb, it is
likely that the technical barriers alone would dissuade most terrorists from pursuing an
improvised nuclear device. Nonetheless, as discussed in more detail later, a gun-type IND
could be well within the capabilities of some terrorist groups.

Among other requirements, millions of dollars would likely be needed if the
group sought to purchase fissile material, bribe or threaten members of security forces
guarding them, or attack a fissile material storage or processing site. While the planning
for an operation to seize weapons-usable nuclear material and other non-nuclear parts of
an IND could take months, the actual mating of the fissile material, especially highly
enriched uranium, with the rest of the weapon could require mere days or even less time,
depending on the characteristics of the material (whether in solid metallic form, needing
minimal or no processing, or combined with other elements, requiring separation and
chemical processing of the fissile material) and on the type of bomb design employed.
Moving the IND (or its components) clandestinely to its target would be costly and
complicated for most scenarios. In addition, considerable organizational skills would be
required to permit the group to operate internationally.

Finally, the group would need a considerable degree of technical competence.
Most analysts have assumed that to accomplish this task, the terrorist group in question
would have to assemble a small team of specialists with expertise in such varied areas as
nuclear physics or engineering, metallurgy, machining, and conventional explosives."
However, as discussed in detail in a later section, building the simplest type of IND, a
gun-type device, might not require a large technical team.

At the present time, it is difficult to identify terrorist organizations whose extreme
goals and substantial resources match those of al Qaeda. It is possible, however, that
Chechen rebel factions might be motivated to acquire an IND to force concessions from
Russia and might seek nuclear materials from sites in Russia, Central Asia, and other
parts of the former Soviet Union. Central Asian national/separatist groups, such as the
Islamic Movement of Uzbekistan might also consider seizing fissile materials from sites
in Central Asia and using the threat to detonate an IND as a means to pursue their goals
for political power and/or autonomy. In contrast to al Qaeda, however, it does not appear
that any organizations in Russia or Central Asia would desire to cause massive casualties
through the actual use of such a weapon.

"% See, for example, Carson Mark, Theodore Taylor, Eugene Eyster, William Maraman, and Jacob
Wechsler, “Can Terrorists Build Nuclear Weapons?” in Preventing Nuclear Terrorism: The Report and
Papers of the International Task Force on Prevention of Nuclear Terrorism, Leventhal and Alexander,
eds., Lexington Books, 1987, pp. 55-65.



Acquisition of Fissile Material

In the chain of causation, the most difficult challenge for a terrorist organization
would most likely be obtaining the fissile material necessary to construct an IND.
Terrorists could attempt to exploit many acquisition routes. In particular, a state might
voluntarily share fissile material with a terrorist group or sell the material to it; a senior
official or governmental element with authorized access to such materials might, for
ideological or mercenary motives, provide it to terrorists, without the express approval of
governmental leaders; the immediate custodians of the material, for money or ideology,
or under duress, might provide HEU or plutonium to the organization or assist it in
seizing the material by force or stealth; or terrorists might obtain the material by force or
stealth without insider help. Finally, nuclear weapon materials could come into the hands
of terrorists during a period of political turmoil, including one brought on by a coup or
revolution.

Deliberate transfer by a national government. Acquiring weapons-usable fissile
materials directly from a sympathetic government would significantly simplify the
requirements for the terrorists, obviating the need to defeat security systems protecting
such materials. Presumably, to further the purposes of the transfer, the state sponsor
would also provide assistance in manufacturing an IND, perhaps by providing a design or
the non-nuclear components or by machining the HEU or plutonium into appropriate
shapes before handing it over. Such material might be provided to terrorist groups by a
state that hoped to see an IND used against an opponent, but wanted to be in a position to
deny its involvement and reduce the threat of retaliation. Prior to Operation Iraqi
Freedom, the Bush Administration feared Saddam Hussein might provide such support to
terrorist groups. Today, the greatest sources of concern in this regard are Pakistan, North
Korea, and, if it should begin/resume producing fissile material, Iran.

Regarding Pakistan, questions remain as to whether the government of Pakistan
(including its current leadership) was complicit in Dr. Abdul Qadeer Khan’s transfers
between 1989 and 2003 of highly sensitive matériel for nuclear weapon programs in Iran,
Libya, and North Korea — all of which were considered by the United States to be states
sponsors of terrorism. If the government of Pakistan was involved, it was apparently
unconcerned about whether terrorists might obtain fissile materials, and potentially, an
IND, from these sympathetic governments. Moreover, although Pakistani President
Pervez Musharraf has given his support to the U.S.-led War on Terror, including the
ouster of the Taliban regime in Afghanistan and the elimination of al Qaeda, some senior
elements of the Pakistani political establishment, oppose this. Musharraf was the target of
two assassination attempts in December 2003. This history raises concerns that
individuals supportive of radical Islamist groups may come to power in Pakistan and
might give Pakistani nuclear-weapon material to a terrorist organization, although it is
assumed that the Musharraf government would not do so.

Although some North Korean officials have provoked concern that North Korea
might transfer nuclear materials outside of that country, their statements have not
specifically mentioned transactions with terrorists. In addition, there are no known ties
between the North Korean government and extremist terrorist groups. However, North



Korea has had past ties to international terrorism. Moreover, this state has sold ballistic
missiles to other states of concern, and it has engaged in counterfeiting and sales of illicit
drugs. Such transactions speak to the desperate condition of North Korea and raise the
risk that Pyongyang may in extremis decide to sell nuclear materials either directly or
indirectly to terrorist groups. In April 2004, U.S. intelligence analysts revised their
estimate of the size of the North Korean nuclear arsenal, assessing that it had grown from
two to eight weapons. The increase would make it possible for North Korea to sell one or
perhaps two weapons, or the fissile material needed to make them, while retaining a
significant nuclear deterrent.

In May 2004, news reports raised suspicions that North Korea may have sold
uranium to Libya, a country that had been of proliferation concern until December 2003.
According to the reports, North Korea in early 2001 may have provided Libya almost two
metric tons of uranium that was not enriched for weapons use, but could have been fed
into a uranium enrichment cascade that Libya had been manufacturing.'® Although
evidence has yet to emerge that North Korea has used a nuclear trading network to sell
nuclear material either advertently or inadvertently to terrorist organizations, the
unknown extent of the North Korean-Libyan deal is a warning that nuclear trafficking to
terrorists might occur if North Korea is desperate enough and the payoff is enticing
enough.

Unlike North Korea, Iran presently has ties to Islamist terrorist groups. Although
Iran is widely believed to be seeking nuclear arms, there is no evidence to date to indicate
that it has acquired these weapons. Moreover, there is no indication that Tehran has
given WMD of any kind to terrorist organizations. Nonetheless, future transactions
cannot be ruled out. A state that actively supports terrorist groups would be highly
unlikely to transfer such materials to terrorists because it would risk suffering massive
retaliation from the United States and its allies if the material were traced back to the
state, and thus would be deterred in most situations. However, the greatest risk of such
transactions would likely involve states that are facing imminent regime change. These
states might have little to lose by handing the ingredients for an IND to a terrorist group
as a last means of striking against an opponent. For example, some expressed concern
prior to the 2003 U.S.-led war against Iraq that regime change might provoke Saddam
Hussein to transfer WMD-material to non-state actors.'’ Thus, an unintended
consequence of overthrowing the governments of states possessing HEU or plutonium
could be to provoke them to aid or abet nuclear terrorists.

Unauthorized assistance from a senior official. Although leaders of a state may
have little or no interest in transferring the wherewithal for an IND to a terrorist group or,
even if they are interested, may be deterred from carrying out such transactions, senior
officials within that state may be inclined to provide access to nuclear assets. These
officials might be motivated by greed or ideological alignment with the terrorists, and
they may act without the knowledge or approval of the state’s leadership. For instance,
Khan’s sale of nuclear know-how to three governments, allegedly without authorization

' David E. Sanger and William J. Broad, “Evidence is Cited Linking Koreans to Libya Uranium,” New
York Times, May 23, 2004, p. 1.1; David E. Sanger, “The North Korean Nuclear Challenge,” New York
Times, May 24, 2004, p. A9.

7 William C. Potter, “Invade and Unleash?” Washington Post, September 22, 2002, p. B7.



from the government of Pakistan, pointed to the potential for a nuclear black market
conduit to terrorists although there is no evidence to indicate that Khan’s network is
connected to terrorist organizations. Although Khan is not known to have dealt with
terrorists, other Pakistani nuclear scientists were allegedly providing assistance to al
Qaeda prior to the U.S. war in Afghanistan.'® By the time Khan was exposed, many of
the elements of a conspiracy that could have led to the transfer of fissile material to
terrorists were in place.

Assistance from fissile material production workers and custodians. Some
insiders at uranium enrichment or reprocessing plants are likely to have varying degrees
of access to HEU or plutonium. Their motives for providing these materials to a terrorist
group might include sympathy with the terrorists’ goals, greed, or coercion through
threats of violence or blackmail to friends, family members, or themselves. Identifying
susceptible insiders and arranging for their assistance present substantial challenges.
Terrorists might seek collaboration with organized crime to facilitate this method of
acquisition. If, by taking advantage of the difficulty of accounting for fissile materials
and/or weak security arrangements, the perpetrators were able to divert material without
detection, they would gain the ability to mask their future actions — fabrication of an IND
and transporting it (or its components) to the detonation site — without confronting
intensive recovery efforts and heightened security at likely target locations. Poorly paid
and demoralized nuclear workers and security guards in Russia might be vulnerable to
subornation by terrorists or criminals. Moreover, the huge size and complexity of the
Russian fissile material stockpile and production infrastructure greatly adds to the
difficulty of protecting HEU and plutonium.

Seizure without insider help. Considerably greater effort and skill would be
needed for a terrorist organization to seize fissile material without insider assistance,
since this would mean the organization would need to train and arm a force able to defeat
all security measures protecting the materials. In addition, the terrorists would have to
determine what security measures they would confront and would need to map out a
secure means of escape, which could involve travel over long distances. Although
assaults would be more problematic against fissile material storage or processing areas
deep within large, secure complexes, fissile materials are also found at sites in city
centers, at smaller suburban research parks, and at isolated, stand-alone plants, where
armed assaults, perhaps accompanied by diversionary attacks, would be more practicable.

Coups d’état and political unrest. As in an attempted seizure of a nuclear
weapon, political instability during a coup or a revolution could provide an opportunity
for terrorists to gain control over fissile material. Insurgents allied to or cooperating with
terrorists could trigger or be the main assault force behind a takeover of a state that has
weapons-usable nuclear material. Even if such an insurrection were unsuccessful,
however, nuclear sites could fall behind “enemy” lines, before fissile materials could be
removed permitting their transfer to terrorists or their allies. Or, during a period of civil
strife, response forces might be drawn into the conflict, leaving fissile material sites

' David Albright and Holly Higgins, “A Bomb for the Ummah,” op. cit.
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vulnerable to assault. It is also possible that during a period of political turmoil, nuclear
custodians might desert their posts or be swept aside in the tide of events.

Such scenarios are not far-fetched: although the details remain murky and there is
no indication that terrorists obtained the material involved, it appears that a small quantity
of HEU (about 2 kilograms of 90% enriched) located at the Sukhumi Nuclear Research
Center, in the break-away Georgian province of Abkhasia, was diverted during a period
of civil turmoil in the early 1990s." More recently, terrorism attributed to the Islamic
Movement of Uzbekistan, led to increased concern about the security of nuclear materials
at the Institute of Nuclear Physics in Ulugbek, near Tashkent, and to the removal to
Russia of fresh HEU fuel research reactor fuel stored there.*

Fabrication of an Improvised Nuclear Device

Assuming that terrorists would not have access to technologically sophisticated
nuclear weapons design and fabrication infrastructures, such as those possessed by a
limited number of states, terrorists who seek to build an improvised nuclear device would
favor nuclear weapons designs based on first-generation, well-proven technology. First-
generation nuclear weapons draw upon two designs: gun-type and implosion-type.

Gun-type device. The most basic type of nuclear weapon is a gun-type device.
As its name suggests, like a gun, it fires a projectile. The projectile in this type of weapon
is a piece of highly enriched uranium. Moreover, like a gun, a gun-type device would use
a gun barrel to direct the projectile. To ignite a nuclear explosion, the HEU projectile
would travel down the barrel to another piece of HEU. The HEU pieces would both be
sub-critical; that is, each one by itself could not sustain an explosive chain reaction. Once
they combined, they would form a supercritical mass.

Ideally, weapons-grade HEU would be the most effective fissile material for a
gun-type device because of its very high concentration of uranium-235.%' Gun assembly
is an inefficient means of exploding HEU mainly because it is a relatively slow way
(compared to implosion assembly, as described below) to form a supercritical mass and it
does not appreciably compress or change the density of the fissile material.”* Therefore, a
gun-type device requires relatively large amounts of HEU and would only fission a small
fraction of the HEU during the explosive chain reaction. Nonetheless, even HEU
enriched to less than weapons-grade can lead to an explosive chain reaction. The
Hiros